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OVERVIEW

The CRM system provides a simple, powerful and secure application programming interface
(the API) to create, modify or delete CRM contents. This document is a tutorial for developers
which intend to use REST based APIs to connect other applications with the CRM system.

API Call characteristics

REST — the API is REST based. All communicatiors between an applicationand the
CRM server can happen over HTTP as GET or POST requests.

JSON - JSON is used to encode response and request.

Requests and Responses - The application prepares and submits a service request to
the AP, the API processes the request and returns a response, and the application
handles the response.

Committed Automatically - Every operation that writesto a CRM aobject is committed
automatically. This is analogous to the AUTOCOMMIT setting in SQL.

APl Response

Response Object
All responses will have the following format.

If the request is processed successfully,

<code>Response{
success: Bool ean=true
result: Object //The Operation Result object

}

</ code>

If there is afailure while processing the request,

<code>Reponse{
success: Bool ean=f al se
error: Error Qbj ect

}

</ code>

Error Object

<code>Err or Obj ect {
errorCode: String //String representation of the error type
errorMessage: String //Error message fromthe API

}

</ code>

errorCode is a string representation of the error type.
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Error Handling

The response for any webservice request is ajson object. The object has a field success which
will have the value true if the operation was a success and false otherwise. If successis fase
the response object will contain a field error which will contain json object. The error object
will contain two fields for the errorType, a single word description of the error, and errorMsg
as a string containing a description of the error.

The following example code is written in PHP and has two dependencies, the Zend Json
library and Http_Client.

Requirements to run examples provided in this Tutorial

An ingtalation of the CRM system.

PHP to run the example code

HTTP_Client which can be installed by doing apear install HTTP_Cient
Zend Json, you will need to download the <a

href="http://framework.zend.com/rel eases/ZendFramework- 1.6.1/ZendFramework-
1.6.1-minimal.zip">minimal zend framework</a>

pWNE

Logging In
The API does not use the CRM users password to log in. Instead, the CRM provides an

unique access key for each user. To get the user key for a user, go to the My Preferences
menu of that user in the CRM. There you will find an Access Key field.

The Login procedure starts a client session with the CRM server, authenticates the user and
returns a sessionld which will be used for all the subsequent communication with the CRM
server.

Logging in is atwo step process. In the first step the client obtains the challenge token from
the server, which is used along with the user's access key for the login.

Get Challenge

Get a challenge token from the server. This must be a GET request.

URL format

<code>Request Type: GCGET

http://your_url/webservice. php?operati on=get chal | enge
&user nane=[ user nane]

</ code>

Get Challenge Example

To get the challenge token you need to execute the following code.

<code>//e.g.
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[lurl path to CRM webservice: http://your _url/webservice. php
$endpointUrl = "http://1ocal host/ws/webservi ce. php"
/lusernane of the user who is to | ogged in.

$user Name="adm n";

$httpc = new HTTP_CLI ENT();

[l getchal | enge request nust be a GET request.

$ht t pc-

>get (" $endpoi nt Ur| ?oper at i on=get chal | enge&user nane=$user Nane") ;
$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

/'l check for whether the requested operation was successful or not.
i f(9$j sonResponse[' success']==fal se)

//'handl e the failure case.

di e(' getchal l enge failed:'.$jsonResponse['error']['errorMsg']);

[/ operation was successful get the token fromthe reponse.
$chal | engeToken = $j sonResponse['result']['token'];
</ code>

The same procedure in .NET code:

Get Challenge Example

Dim httpreql As System.Net.HttpWebRequest =
System.Net.HttpWebRequest.Create(URL &

" lwebservice.php?operation=getchallenge& username=" & username)
httpreql.Method = "GET"

Dim response As System.Net.HttpWebResponse = httpreql.GetResponse
Dim & AsNew System.| O.StreamReader (response. GetResponseStream)

st contains the JSON Object with the Challenge Token, which can be handled like a regular
string.

GetChallengeResult

An object representing the response result of a getchallenge operation,

<code>Get Chal | engeResul t{
token: String //Chall enge token fromthe server.
serverTime: TimeStanp // The current server tine.
expireTime: TimeStanp // The time when the token expires.

}

</ code>

Now that you have the challenge token you can go ahead with the login. The access key field
in the login operation is the md5 checksum of the concatenation of the challenge token and
the user's own access key. The login operation, as opposed to getchallenge, is a post request.
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Login
Login to the server using the challenge token obtained in get challenge operation.

URL format

<code>Request Type: POST

http://your _url/webservice. php?operation=login
&user nane=[ user nane]
&accessKey=[ accessKey]

</ code>

for accessKey create amd5 string after concatenating user accesskey from my preference
page and the challenge token obtained from get challenge result.

Login Example

<code>//e.g.
/laccess key of the user admin, found on my preferences page.
$user AccessKey = ' dsf923rksdf 3’

/lcreate nd5 string concatenating user accesskey from my preference
page
/land the chall enge token obtained from get chall enge result.
$gener at edkey = md5( $chal | engeToken. $user AccessKey) ;
/11ogin request nust be POST request.
$ht t pc- >post (" $endpoint Ur "
array('operation' =>'1ogin', 'usernane' =>$user Nane,
"accessKey' =>$gener at edKey), true);
$response = $httpc->current Response();
/1 decode the json encode response fromthe server.
$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.
die('login failed:'.$jsonResponse['error']['errorMsg']);

/11ogin successful extract sessionld and userld from Logi nResult to
it can used for further calls.

$sessionld = $j sonResponse['result'][' sessionNane'];

$userld = $j sonResponse['result']["'userld ];

</ code>

The session id is used to identify the current session and will be a common parameter in al
subsequent requests.

The same procedure in .NET code:
Login Example

Dim md5Hasher As System.Security.Cryptography.MD5 =
System.Security.Cryptography.MD5.Create

Dim data As Byte() =

mdSHasher.ComputeHash(System. Text.Encoding.Default. GetBytes(token &
accesskey))
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Dim sBuilder As New System.Text.StringBuilder()

Dimi As Integer

Fori =0TodatalLength - 1

SBuilder.Append(data(i). ToString("'x2"))

Next i

Dim hash As String = sBuilder.ToString

Dim httpreg2 A s System.Net.HttpWebRequest =
System.Net.HttpWebRequest.Create(url)

httpreg2.Method = "POST"

httpreg2.ContentType = "applicati on/x-www- form- urlencoded"

Dim postData As String = "operation=login& username="& username &
"&accessKey="& hash

Dim urlbytes As Byte() = System.Text.Encoding.UTF8.GetBytes(postData)
httpreg2.ContentL ength = urlbytes.Length

Dim dataStream As System.|O.Stream = httpreq2.GetRequestStream
dataStream.Write(urlbytes, 0, urlbytes.Length)

dataStream.Closg()

response = httpreg2.GetResponse

Dim st2 As New System.| O.StreamReader(response. GetResponseStream)

st2 contains the JSON Object with the Session ID and user ID, which can be handled like a
regular string.

LoginResult

An object representing the response result of alogin operation,

<code>Logi nResul t {
sessionld: String //Unique ldentifier for the session
userld: String //The CRMid for the |ogged in user
version: String //The version of the webservices API
vtigerVersion: String //The version of the CRM

}

</ code>

Getting Information
The API provides two operations to get information about available CRM objects.

Thefirst oneis called ‘ listtypes’, which provides alist of available modules. Thislist only
contains modules the logged in user has access to.

List Types
List the names of all the CRM aobjects available through the API.

URL format
<code>Request Type: GCET
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http://your _url/webservice. php?operation=listtypes
&sessi onNanme=[ sessi on id]
</ code>

Returns a map containing the key 'types with the value being a list of names of CRM objects.

List Types Example
<code>//listtypes request nust be GET request.
$ht t pc-

>get (" $endpoi nt Url ?sessi onNane=$sessi onl d&operation=listtypes");
$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $r esponse[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
//'handl e the failure case.
die('list types failed:'.$jsonResponse['error']['errorMsg']);
/1 Get the List of all the nodul es accessible.
$nodul es = $j sonResponse['result']['types'];
</ code>

The second operation is called ‘ describe’ which provides detailed type information about a
CRM object.

The same procedure in .NET code:

List Types Example

Dim httpreg3 As System.Net.HttpWebRequest =
System.Net.HttpWebRequest.Create(URL &
" lwebservice.php?operation=listtypes& sessionName=" & sessionid)

httpreg3.Method = "GET"

Dim response As System.Net.HttpWebResponse = httpreg3.GetResponse
Dim st3 As New System.l O.StreamReader(response. GetResponseStream)

Describe
Get the type information about a given CRM Object.

URL format

<code>Request Type: GCET
http://your_url/webservice. php?operati on=descri be
&sessi onNanme=[ sessi on id]
&el ement Type=[ el enent Type]
</ code>

Describe Example

<code>//e.g.
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/1 CRM Obj ect name which need be described or whose information is
request ed.
$nodul eNane = ' Contacts';

/luse sessionld created at the tinme of |ogin.

$parans =

"sessi onName=$sessi onl d&oper at i on=descri be&el enent Type=$nodul eNane";
[/ describe request nmust be GET request.

$htt pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

/] operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)
/Ihandl e the failure case.
di e(' descri be obj ect
failed:'.$j sonResponse['error']['errorMsg']);
/1 get describe result object.
$descri ption = $j sonResponse['result'];
</ code>

The description consists of the following fields

NogkkowbdE

label - The label used for the name of the module.

name - The name of the module.

createable - A boolean value specifying whether the object can be created.
updateable - A boolean value specifying whether the object can be updated.
deleteable - A boolean value specifying whether the object can be deleted.
retrieveable - A boolean value specifying whether the object can be retrieved.
fields - An array containing the field names and their type information.

Each element in the fields array describes a particular field in the object.

w N

No ok

name - The name of the field, as used internally by the CRM.

label - The label used for displaying the field name.

mandatory - This is a boolean that specifies whether the field is mandatory, mandatory fields
must be provided when creating a new object.

type - An map that describes the type information for the field.

default - The default value for the field.

nillable - A boolean that specifies whether the field can be set to null.

editable - A boolean that specifies whether the field can be modified.

The type field is of particular importance as it describes what type of the field is. Thisisan
map that will contain at the least an element called name which is the name of the type. The
name could be one of the following.

NoughcwDdE

string - A one line text field.

text- A multiline text field.

integer - A non decimal number field.

double - A field for for floating point numbers.

boolean - A boolean field, can have the values true or false.

time - A string of the format hh:mm, format is based on the user's settings time format.
date - A string representing a date, the type map will contain another element called format
which is the format in which the value of this field is expected, its based on the user's
settings date format.
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10.

11.

12.
13.
14.
15.
16.
17.
18.

datetime - A string representing the date and time, the format is base on the user's settings
date format.

autogenerated - Thes are fields for which the values are generated automatically by the
CRM, this is usually an object’s id field.

reference - A field that shows a relation to another object, the type map will contain another
element called refersTo which is an array containing the name of modules of which the field
can point to.

picklist - A field that can a hold one of a list of values, the map will contain two elements,
picklistValues which is a list of possible values, and defaultValue which is the default value for
the picklist.

multipicklist - A picklist field where multiple values can be selected.

phone - A field for storing phone numbers

email - A field for storing email ids

url - A field for storing urls

skype - A field for storing skype ids or phone numbers.

password - A field for storing passwords.

owner - A field for defining the owner of the field. which could be a group or individual user.

DescribeResult

<code>Descri beResul t {

| abel : String //1abel of the nodul e.

nanme: String //name of the nodule, as one provided in request.

creat eabl e: Boolean //true if the logged-in user is allowed create
records of type and fal se otherw se.

updat eabl e: Bool ean //true if the logged-in user is allowed update
records of type and fal se otherw se.

del et eabl e: Bool ean //true if the logged-in user is allowed delete
records of type and fal se otherw se.

retrieveabl e: Boolean //true if the |logged-in user is allowed
retrieveal be records of type and fal se otherw se.

fields: Array //array of type Field.

}
</ code>
Field
<code>Fi el d{
<pre class="_fck_nmw_ | space"> nane: String //name of the field.
| abel : String //1abel of the field.
mandat ory: Bool ean //true if the needs to be provided with val ue
while doing a create request and fal se otherwi se.
type: Fiel dType //an i nstance of FieldType.
defaul t:anyType //the default value for the field.
nillable:Boolean //true if null can provided a value for the field
and fal se otherw se.
edi tal be: Boolean //true if field can provided with a value while
create or update operation
}
<code></pre>
FieldType

<code>Fi el dType{
<pre class="_fck_nmw_| space"> nane: Type //field type
refersTo: Array //an array of CRM Cbject nanmes of types of record
to which the field can refer to, its only defined for reference
Fi el dType.
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pi cklistValues: Array //an array of type PicklistValue type. its
only defined for picklist Fieldtype.

defaul tVal ue: String //an value of the default selected picklist
value, its only defined for picklist Fieldtype.

format: String //date format in which date type field need to
popul ated with, eg, mmdd-yyyy. its only defined for Date Fieldtype
}

<code></pre>

picklist field value needs to provided explicitly.

PicklistValue

<code>Pi ckl i st Val ue{
nanme: String //name of the picklist option.
val ue: String //value of the picklist option.

}

</ code>

Sample of describeResult Object

//$description from above example. For example, pri nt _r ($descri pti on) might display the

result.

<code>Array

(
[label] => Contacts
[ name] => Contacts
[createable] => 1
[updateable] => 1
[del eteable] => 1
[retrieveable] => 1
[fields] => Array
(
[0] => Array
(
[ nane] => account _id
[label] => Account Nane
[ mndat ory] =>
[type] => Array
(
[ nane] => reference,
[refersTo] => Array
(
"Account s"
)
[default] =>
[nillable] =>1
[editable] => 1
)
)
)
</ code>

CRUD Operations

The API provides operations to create, retrieve, update and delete CRM entity objects.
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Create

Create a new entry on the server.

URL format

<code>Request Type: POST

http://your _url/webservice. php?operation=create
&sessi onNanme=[ sessi on id]
&el ement =[ obj ect ]
&el ement Type=[ obj ect type]

</ code>
Create Example

Example 1

Y ou can create a contact using the create operation. Y ou must consider mandatory field in the
CRM marked by ared *, in this case the mandatory fields are lasthame and assigned _user_id.

<code>//e.qg.

[/fill in the details of the contacts.userld is obtained from
| ogi nResul t.
$contactData = array('lastnane' =>' Valiant',

'assigned_user _id =>$userld);

[/l encode the object in JSON fornat to comrunicate with the server
$obj ect Json = Zend_JSON: : encode( $cont act Dat a) ;

/I nane of the nodule for which the entry has to be created.
$nmodul eNane = ' Contacts';

//sessionld is obtained froml ogi nResult.

$parans = array("sessionNanme"=>$sessionld, "operation"=> create’
"el ement " =>$obj ect Json, "el enent Type" =>$nodul eNane) ;

/] Create nmust be POST Request.

$ht t pc- >post ("$endpoint Url ", $parans, true);

$response = $httpc->current Response();

/1 decode the json encode response fromthe server

$j sonResponse = Zend_JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.
die('create failed:'.$jsonResponse['error']['errorMsg']);
$savedObj ect = $j sonResponse['result'];
$id = $savedvject['id ];
</ code>

$savedbj ect isamap containing the fields of the new object includingan id field which
can be used to refer to the object.

Example 2.

Create a Contact and associate with an existing Account.

<code>//e.g 2
/'l Create a Contact and associate with an existing Account.
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$queryResult = doQuery("sel ect accountnane,id from accounts where
account name=' conpanynane' ;") ;

$accountld = $queryResult[O0]['id'];

/[l For nore details on how do a query request please refer the query
operati on exanpl e.

[/fill in the details of the contacts.userld is obtained from
| ogi nResul t.
$contactData = array('lastnane' =>'Valiant',

"assigned_user_id =>$userld, ' account _id' =>$account|d);

// encode the object in JSON format to comunicate with the server.
$obj ect Json = Zend_JSON: : encode( $cont act Dat a) ;

/I name of the nodule for which the entry has to be created.

$nmodul eName = ' Contacts';

/lsessionld is obtained froml ogi nResult.

$paranms = array("sessi onNanme"=>%$sessi onld, "operation"=>'create'
"el enent " =>%obj ect Json, "el enent Type" =>$nmodul eNane) ;

/] Create nust be POST Request.

$ht t pc- >post (" $endpoint Url ", $parans, true);

$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)
/' handl e the failure case.
die('create failed:'.$jsonResponse['error']['errorMsg']);
$savedObj ect = $j sonResponse['result'];
$id = $savedObject['id ];
</ code>

Example 3.
Create a Contact and associate with a new Account.

<code>//e.g 3
<p>//Create a Contact and associate with a new Account.

</p><p>//fill in the details of the Accounts.userld is obtained from
| ogi nResul t.
$accountData = array('accountname' =>'Vtiger',

'assigned_user _id =>$userld);

[/l encode the object in JSON fornat to comrunicate with the server
$obj ect Json = Zend_JSON: : encode( $account Dat a) ;

// name of the nodule for which the entry has to be created.
$nodul eNane = ' Account s’

</ p><p>//sessionld is obtained froml ogi nResult.

$parans = array("sessionNanme"=>$sessionld, "operation"=>' create’
</ p>

<pre class="_fck_nw_| space"> "el ement " =>$obj ect Json

"el ement Type" =>$nodul eNane) ;

/] Create nust be POST Request. $httpc->post("$endpointUl", $parans,
true); $response = $httpc->current Response(); //decode the json
encode response fromthe server. $jsonResponse =
Zend_JSON: : decode( $response[ ' body']);

/] operation was successful get the token fromthe reponse.

i f($j sonResponse[' success' ] ==fal se)
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/Ihandl e the failure case.
die('create failed:'.$jsonResponse['error']['errorMsg']);

$account = $j sonResponse['result']; $accountld = $account['id'];

$contactData = array('lastnane' =>' Valiant',
"assigned_user_id =>$userld, ' account _id' =>%accountld);

/! encode the object in JSON fornmat to comunicate with the server.
$obj ect Json = Zend_JSON: : encode( $contact Data); //name of the nodul e

for which the entry has to be created. $nodul eName = ' Contacts

/lsessionld is obtained froml ogi nResult.

$parans = array("sessionNane"=>$sessi onld, "operation"=>'create'

"el ement " =>$obj ect Json, "el enent Type" =>$nodul eNane) ;

/| Create nust be POST Request. $httpc->post("$endpointUl", $parans,

true); $response = $httpc->current Response(); //decode the json

encode response fromthe server. $jsonResponse =
Zend_JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.

die('create failed:'.$jsonResponse['error']['errorMsg']);

$savedObj ect = $j sonResponse['result']; $id = $savedCbject['id' ];

</ code></pre>

CreateResult

A Map representing the contents of a crmentity based object. All reference fields are

represented using an Id type. A key called id of type Id represents the object's unique id. This

field is present for any object fetched from the database.
Retrieve

Retrieve a existing entry from the server.

URL format

<code>Request Type: GCET
http://your_url/webservice. php?operation=retrieve
&sessi on_nane=[ sessi on id]
& d=[ object id
</ code>

Retrieve Example

To retrieve an object using it's id use the retrieve operation. Y ou can retrieve the contact

created in the create example.
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<code>//sessionld is obtained from ]l ogi nResult.
$params = "sessi onName=$sessi onl d&operati on=retrieve& d=$i d"
/'l Retrieve nmust be GET Request.
$ht t pc- >get (" $endpoi nt Ur| ?$par ans") ;
$response = $httpc->current Response();
/1 decode the json encode response fromthe server.
$j sonResponse = Zend_JSON: : decode( $response[ ' body']);
[/ operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)
/Ihandl e the failure case.
die('retrieve failed:'.$j sonResponse['error']['errorMsg']);

$retrievedObj ect = $j sonResponse['result'];
</ code>

RetrieveResult

A Map representing the contents of a crmentity based object. All reference fields are
represented using 1d type. A key called id of type Id represents the object's unique id. This
field is present for any object fetched from the database.

Update
To update aretrieved or newly created object, you can use the update operation.

URL format

<code>Request Type: POST

http://your _url/webservice. php?operati on=updat e
&sessi onNanme=[ sessi on id]
&el ement =[ obj ect ]

</ code>
Update Example

You can add a first name to the contact.

<code>//retrievedObj ect from previ ous exanpl e( Exanple 1).
$retrievedObject['firstname'] = 'Prince'

[/l encode the object in JSON fornmat to comrunicate with the server
$obj ect Json = Zend_JSON: : encode($retri evedObj ect) ;

//sessionld is obtained fromthe | ogin operation result.

$parans = array("sessionNanme"=>$sessionld, "operation"=>" update’
"el ement " =>$obj ect Json) ;

/lupdate nust be a POST request.

$ht t pc- >post (" $endpoint Url ", $parans, true);

$response = $httpc->current Response();

/1 decode the json encode response fromthe server

$j sonResponse = Zend_JSON: : decode( $response[ ' body']);

[/ operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.
di e(' update failed:'.$jsonResponse['error']['errorMsg']);

[ lupdate result object.
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$updat edCbj ect = $j sonResponse['result'];
</ code>

UpdateResult

A Map representing the contents of a crmentity based object. All reference fields are
represented using Id type. A key called id of type Id represents the object's unique id. This
field is present for any object fetched from the database.

Delete

To delete an object use the delete operation.

URL format

<code>Request Type: POST
http://your_url/webservice. php?operation=del ete
&sessi onNanme=[ sessi on id]
& d=[ obj ect id]
</ code>

Delete Example

<code>

//delete a record created in above exanples, sessionld a obtain from
the login result.

$paranms = array("sessi onNanme"=>%$sessi onld, "operation"=>"del ete'

"id"=>%$i d);
/] del ete operation request nust be POST request.
$ht t pc- >post (" $endpoint Url ", $parans, true);

$response = $httpc->current Response();
/1 decode the json encode response fromthe server.
$j sonResponse = Zend JSON: : decode( $response[ ' body']);

[/ operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.
die('delete failed:'.$jsonResponse['error']['errorMsg']);

</ code>

The delete does not have a result. The success flag is enough to find out if the operation was
successful.

Queries

The CRM provides a smple query language for fetching data. This language is quite similar
to select queriesin sgl. There are the following limitations:

the queries work on a single module only,
embedded queries are not supported,
joins are not supported.

Nevertheless, the remaining options have a powerful ways for getting data from the CRM.
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Query always limits its output to 100 records. Client application can use limit operator to get
less records.

URL format

<code>Request Type: GCET

http://your _url/webservice. php?operati on=query
&sessi onNanme=[ sessi on id]
&query=[ query string]

</ code>

Query Example

Example 1
<code>//query to select data fromthe server.
$query = "select * from Contacts where | astnane='Valiant';";

/lurlencode to as its sent over http.

$queryParam = url encode( $query);

//sessionld is obtained fromlogin result.

$params = "sessi onNane=$sessi onl d&oper ati on=quer y&quer y=$quer yPar ani';
/'l query nust be GET Request.

$ht t pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

// decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

/] operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)

/' handl e the failure case.

die('query failed:'.$jsonResponse['errorMsg']);

/1 Array of vtigerObjects
$retrievedObj ects = $j sonResponse['result'];
</ code>

Example 2

specify the columns to be fetch for each records.

<code>//query to select data fromthe server.

$query = "sel ect |astnane,firstnanme, account_id, assigned_user_id from
Cont acts where | astname='Valiant';";

/[lurlencode to as its sent over http.

$quer yParam = url encode($query);

/lsessionld is obtained fromlogin result.

$params = "sessi onNane=$sessi onl d&oper at i on=quer y&quer y=$quer yPar ani';
[/ query nust be GET Request.

$ht t pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)

/' handl e the failure case.

die(' query failed:'.$jsonResponse['errorMsg']);

/1 Array of vtigerObjects
$retrievedObj ects = $j sonResponse['result'];
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</ code>

Thiswill return a array containing arrays representing the fields of each object that matched
the query.

QueryResult
QueryResult isan Array of VtigerObjects.

VtigerObject

A Map representing the contents of a crmentity based object. All reference fields are
represented using 1d type. A key caled id of type Id represents the object's unique id. This
field is present for any object fetched from the database.

The Query format

<code>select * | <colum_list> | <count(*)>
from <obj ect> [where <conditional s>]
[order by <colum_list>] [limt [<np, ]<n>];

</ code>
The column list in the order by clause can have at most two column names.

column_list: comma separated list of field names.

object: type name of the object.

conditionals: condition operations or in clauses or like clauses separated by ‘and’ or ‘or’
operations these are processed from left to right. Theis no grouping with bracket operators
allowed.

conditional operators: <, >, <=, >=, =, 1=,

in clauses: <column name> in (<value list>).

like clauses: <column name> in (<value pattern>).

value list: a comma separated list of values.

m, n: integer values to specify the offset and limit respectively.

Sync
Sync will return a SyncResult object containing details of changes after modifiedTime.

URL format

<code>Request Type: GCGET
http://your_url/webservice. php?operati on=sync
&sessi onNanme=[ sessi on id]
&nodi fi edTi me=[ti mest anp]
&el ement Type=[ el enent Type]
</ code>

elementType: Thisis an optional parameter, if specified only the changes for that module
after the given time are returned, otherwise changes to all user accessible modules after the
given time are returned.
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TimeStamp - A long representation of the number of seconds since unix epoch.
Example 1

Create a Account and capture it in the sync API.

<code>//tinme after which all the changes on the server are needed.
$stinme = tine();
[/l Create sonme data now so it is captured by the sync APl response.
/] Create Account.

[1fill in the details of the Accounts.userld is obtained from
| ogi nResul t.
$accountData = array('accountnane' =>"'Vtiger',

'assigned_user _id =>%$userld);

// encode the object in JSON format to comunicate with the server.
$obj ect Json = Zend _JSON: : encode( $account Dat a) ;

/I name of the nodule for which the entry has to be created.

$nmodul eName = ' Account s’

/lsessionld is obtained froml ogi nResult.

$paranms = array("sessi onNanme"=>%$sessi onld, "operation"=>'create'
"el enent "=>%obj ect Json, "el enent Type" =>$nmodul eNane) ;

/] Create nmust be POST Request.

$ht t pc- >post (" $endpoint Url ", $parans, true);

$response = $httpc->current Response();

/1 decode the json encode response fromthe server.

$j sonResponse = Zend JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)

/Ihandl e the failure case.

die('create failed:'. $jsonResponse['error']['errorMsg']);
$createResult = $j sonResponse['result'];

$parans =
"operation=sync&modi fi edTi me=$sti me&sessi onName=$sessi onl d"

/1 sync nmust be CGET Request.

$ht t pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

/1 decode the json encode response fromthe server

$j sonResponse = Zend_ JSON: : decode( $r esponse[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)

/Ihandl e the failure case.

die('query failed:'.$jsonResponse['errorMsg']);

/1 Array of vtigerQbjects

$retrievedObj ects = $j sonResponse['result'];
</ code>

Response contains the Account whichwas created.
Example 2

Create an Account and a Contact, use sync API only for Accounts module only changes to
Accounts module are returned.
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<code>//tinme after which all the changes on the server are needed.
$stime = time();
/'l Create sone data now so it is captured by the sync APl response.

[/fill in the details of the Accounts.userld is obtained from
| ogi nResul t.
$accountData = array('accountnanme' =>'Vtiger',

"assigned_user _id =>$userld);

// encode the object in JSON format to comrunicate with the server
$obj ect Json = Zend_JSON: : encode( $account Dat a) ;

/I name of the nodule for which the entry has to be created.
$nodul eNane = ' Account s’

/lsessionld is obtained froml ogi nResult.

$parans = array("sessionNane"=>$sessi onld, "operation"=>'create'
"el enent " =>%obj ect Json, "el enent Type" =>3$nmodul eNane) ;

/] Create nust be POST Request.

$ht t pc- >post ("$endpoint Url ", $parans, true);

$response = $httpc->current Response();

// decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $response[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success']==fal se)

/Ihandl e the failure case.

die('create failed:'. $jsonResponse['error']['errorMsg']);
$createResult = $jsonResponse['result'];

// Create a Contact.

[/fill in the details of the contacts.userld is obtained from
| ogi nResul t.
$contactData = array('lastnane' =>'Valiant',

"assigned_user _id =>$userld);

[/l encode the object in JSON fornmat to comrunicate with the server
$obj ect Json = Zend_JSON: : encode( $cont act Dat a) ;

[/ name of the nodule for which the entry has to be created.
$nodul eNane = ' Contacts';

/lsessionld is obtained from|l ogi nResult.

$parans = array("sessi onNane"=>$sessionld, "operation"=>' create’
"el ement " =>$obj ect Json, "el enent Type" =>$nodul eNane) ;

/] Create nmust be POST Request.

$ht t pc- >post ("$endpointUrl ", $parans, true);

$response = $httpc->current Response();

/1 decode the json encode response fromthe server

$j sonResponse = Zend_ JSON: : decode( $r esponse[ ' body']);

[l operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)
/Ihandl e the failure case.
die('create failed:'.$jsonResponse['error']['errorMsg']);
$savedObj ect = $j sonResponse['result'];
$id = $savedvject['id ];

$parans =
"operation=sync&nodi fi edTi ne=$st i me&sessi onName=$sessi onl d"

/1 sync nmust be CGET Request.

$ht t pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

/1 decode the json encode response fromthe server

$j sonResponse = Zend_JSON: : decode( $response[ ' body']);
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[/ operation was successful get the token fromthe reponse.
i f($j sonResponse[' success' ] ==fal se)

/Ihandl e the failure case.

die(' query failed:'.$jsonResponse['errorMsg']);

/1 Array of vtigerObjects
$retrievedObj ects = $j sonResponse['result'];
</ code>

SyncResult

An object representing the response of a sync operation,

<code>SyncResul t{

updated: [ Obj ect] //List of Objects created or nodified.

deleted:[1d] //List of *Id* of objects del eted.

| ast Modi fiedTime: Tinstanp //tine of the | atest change. which can
used in the next call to the Sync APl to get all the | atest changes
that the client hasn't obtained.

}

</ code>

Logging Out
Logout

Logout from the webservices session, this leaves the webservice session invalid for furthur
use.

URL format

<code>Request Type: GCGET
http://your_url/webservice. php?operati on=l ogout
&sessi onNanme=[ sessi on id]

</ code>

Example
<code>// Sessionld is the session which is to be terni nated.
$paranms = "operation=l ogout &essi onNane=$sessi onl d"

/11 ogout nust be GET Request.

$ht t pc- >get (" $endpoi nt Ur | ?$par ans") ;

$response = $httpc->current Response();

// decode the json encode response fromthe server.

$j sonResponse = Zend_ JSON: : decode( $r esponse[ ' body']);

/] operation was successful get the token fromthe reponse.
i f(9$j sonResponse[' success']==fal se)
/Ihandl e the failure case.
die(' query failed:'.$j sonResponse['errorMsg']);
/11 ogout successful session tern nated.
</ code>
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